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IN THE SPOTLIGHT

Q  You've been at the vanguard of establishing industry guidelines and 
standards for a broad range of security-related disciplines. Any insight into  
why you are so dedicated to the pursuit of that goal?

A  People charged with a security function have a number of challenges.  Their primary mission 
is the management of non-traditional risks that could create life threatening situations or negative 
business impacts. These same individuals may also face internal challenges in actually driving forward 
programs and budget to accomplish their mission. 

My goal, has been, and will always be to drive forward tools, resources and information toward 
informed decisions that reduce the likelihood of vulnerabilities and commensurate threats. Standards, 
guidelines and best practices are examples of those resources, which can provide justification for the 
business case for staffing/security controls and commensurate budget to upper management. What 
is the byproduct of this focus? It’s the protection of life and property, and the reduced frequency and 
impact of security incidences.

Q  There are several professional designations following your name. Is there 
any one designation that is most important to you, and why?

A  My designations are entirely based on my insatiable thirst for knowledge in the security field 
and in areas that I work most consistently in. The byproduct is the initials, which indicate the time 
commitment in validating that I know what I really know.  It is unfair to single out a single designation/
certification; they are the sum of the total information, which makes up the body of knowledge that a 
security professional like me should have.

I am not aware of any profession other than security professional that requires such a broad range 
of skills and knowledge. A successful security professional must have skills in many areas, including 
business, psychology, fire protection, architecture, technology, information technology, human 
resources, legal and audit.
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Q  You're recognized as an authority on the 
integration of security programming into building 
design. Is this a concept that the architectural 
profession embraces?

A  Architecture represents one of the best methods of mitigating 
incidences. Simple proactive changes on a drawing can realize 
dramatic effects in the future. As a result, this planning trend 
will continue, as I see more architectural professionals and 
organizations acknowledging the value of this proactive pre-planning 
in the development of their building programs. A testament to the 
openness of the architectural community to embrace building 
security of the future is highlighted in my latest project. I am leading 
the development of security guidelines for The Council on Tall 
Buildings and Urban Habitats. This Council is the world's leading 
body in the field of tall buildings and urban habitats and is the 
recognized source of information on tall buildings internationally.

Q  What should be the 3 most important risk 
mitigation priorities for  someone who heads up 
security for a retail operation of any size?

A  Priorities are contingent on the respective environment and will 
vary from organization to organization. As a result, this needs to be 
vetted by the person in charge of the security program. However, 
the three elements most often missing from security programs 
are: business leadership buy-in, security awareness and accurate 
security budgeting.  These are not the typical answers, but security 
professionals need to be strategic. For instance, a well-funded 
security program without executive leadership buy-in will ultimately 
fail. Alternatively, a well-funded security program that has executive 
buy-in without awareness will have more incidences than that of an 
organization with a formalized awareness program. Lastly, without 
funding, you know the answer to that.

Q  What do you see as the most significant 
drivers of workplace violence, and what steps 
must employers absolutely take to protect  their 
employees, customers and brand reputation?

A  The probability for workplace violence is contingent on a 
number of factors including an organization’s environment and 
commensurate analysis of risk factors. However, the drivers are 
linked to economic conditions, specific external stressors and the 
inadequacy of the program or the initial response. 

What steps must employers take? Employers should immediately 
conduct a comprehensive needs/security analysis. Key components, 
such as workplace violence, anti-harassment and anti-reciprocity 
policies, threat management process/teams, outside consultants 
(such as a clinical psychologist) are key components that need to be 
implemented to deal with this type of crisis. Beyond a duty of care, 
employers should recognize there are existing standards that can be 
easily adopted into legislation. These standards might be adopted 
into a municipal or other regulatory compliance requirement. 
Moreover, organizations should have a plan/process for the 
management/response to someone who might act in an aggressive 
or disorderly manner.

Q  The security profession has traditionally been 
dominated by men. Do you see that gender dynamic 
changing at all?

A  Women can be very successful in the security profession, and 
I do see many highly qualified female professionals entering at 
different levels of a security organization. 

Q  Big Data is a current buzzword in business, but 
does it have any practical applications for risk and 
security management?  

A  A security professional needs to be a well-rounded individual 
with security and business expertise. Any security organization 
leader should be accurately collecting all security incidence 
information and historically tracking it. Security professionals should 
also liaise with other departments that have relevant information 
that they would otherwise not have access to. This will help them 
draw upon a more broadly based consensus, which will lead to 
balanced security proposals to executive management.
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Executive leadership has no desire to manage every  aspect of  
their organization, which is why they hire qualified security 
professionals who  can analyze data and identify trend information, 
calculate return-on-investment, and correlate that into a business 
proposition.This success will ultimately and indirectly protect the 
organization’s assets and save lives.  

Q  You've talked about the importance of senior 
executive buy-in, as well as the support of multiple 
stakeholders, as necessities in an enterprise-level 
risk mitigation program. Can you provide some of 
the tactical lessons you've learned?

A  Executive management sets the bar, and without their 
buy-in, a security program will fail. As a case in point, we were 
commissioned to test the effectiveness of a building’s security 
program by breaking in. One late evening, we gained access to a 
facility and walked by a security officer numerous times. Always 
pleasant, the security guard greeted us, but never questioned 
us. When we were leaving, my colleague in passing the security 
guard said, “You don’t even know who we are, do you?" The 
guard responded, “Nope,”  and we left. I insisted on meeting and 
interviewing the officer the following day. During the course of my 
review, I asked him why he did not challenge us. He described how 
he previously challenged an executive that did not have an ID. That 
executive had said to him, “You don’t know who I am, do you? If 
you don’t let me into this building, I am going to have you fired.” 
Since then, the guard never challenged anyone  in the facility. In 
another instance, I have had fraud attempts where the accounting 
team gets a call from someone they believe to be the CEO asking 
to process payments on his behalf, without verifying the identity of 
who they’re speaking with. Executives who buy into the program 
will reward security guards who challenge them, not threaten them. 
However, it’s very cyclical. A successful security program requires 
senior executive buy-in. For starters, without that buy-in, others  
will ask, “Why do I have to comply? That other executive did  
not comply.”

 Q  What's been the security industry's most 
significant development over the past 5 years, and 
where is it headed?

A  The industry must learn to do more with less, and do it more 
cost effectively. I have seen some trends in this regard, such as 
outsourcing people, including my group, to manage specific tasks 
while maintaining liquidity over a security department. Other 
examples include guard performance consolidation through the use 
of technology, such as robotics or turnstiles. Additionally, and more 
prominently, in larger organizations, we’re seeing the centralization 
of security monitoring with sophisticated security tools that promote 
situational awareness while eliminating third party monitoring costs.  
In some instances, the “do-more-with-less” initiative has made 
security professionals really evaluate how their program works, and 
to explore opportunities for refinement and ultimate betterment. 
Lastly, the media-driven frenzy around active shooters has really 
made senior leaders within their organizations more familiar with 
and aware of the need for security. Unfortunately, we can expect to 
see no slow-down in workplace violence or other types of security 
incidences. The by-product of this escalation in crime and events 
will be increased funding for security programs, and centers of 
excellence around a representative program of security. 

I truly believe that eventually the term “security” will morph into 
a larger, more acceptable business acumen term, such as Loss 
Prevention. There is too much of a negative stigma around the word 
“security.” We need a fresh term where we can build a foundation 
of positive experiences and return on investment. This, in turn, will 
allow us to justify and propose these types of proactive programs, 
and to make the programs more relevant and realistic to our 
respective organizational leaders.  


